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euristic F
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�
1994-97 P

rim
itive H

euristic F
ilters

�
H

and coding sim
ple IF

-T
H

E
N

 rules
if “C

all N
ow

!!!” occurs in m
essage

then it is spam

�
M

anual integration in server-side processes 
(procm

ail, etc.)
�

R
equire heavy m

aintenance
�

Low
 accuracy, defeated by spam

m
ers obfuscation 

techniques

A
dvanced H

euristic F
ilters

�
1998-2000 A

dvanced H
euristic F

ilters
�

W
iser hand-coded spam

 A
N

D
 legitim

ate tests
�

W
iser decision =

 require several rules to fire
�

B
rightm

ail’s M
ailw

all (now
 in S

ym
antec)

�
F

or m
any, first com

m
ercial spam

 filtering solution
�

N
etw

ork of spam
 traps for collecting spam

 attacks
�

T
eam

 of spam
 experts for building tests (B

LO
C

)
�

B
urdensom

e user feedback (private em
ail)



A
dvanced H

euristic F
ilters

�
M

ailw
all processing flow

 [B
rightm

ail02]

A
dvanced H

euristic F
ilters

�
S

pam
A

ssassin
�

O
pen source and w

idely used spam
 filtering solution

�
U

ses a com
bination of techniques

�
B

lacklisting, heuristic filtering, now
 B

ayesian filtering, etc.

�
T

ests contributed by volunteers
�

T
ests scores optim

ized m
anually or w

ith genetic 
program

m
ing

�
C

aveats
�

U
sed by the very spam

m
ers to test their spam

�
Lim

ited adaptation to users’ em
ail
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�
S

pam
A

ssassin tests sam
ples

A
dvanced H

euristic F
ilters

�
S

pam
A

ssassin tests 
along tim

e
�

H
T

M
L obfuscation

�
P

ercentage of spam
 

em
ail in a collection 

firing the test(s) along 
tim

e
�

S
om

e techniques given 
up by spam

m
ers

�
T

hey interpret it as a 
success

�
C

ourtesy of S
teve W

ebb 
[P

u06]
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�
2001-02 F

irst G
eneration B

ayesian F
ilters

�
P

roposed by [S
aham

i98] as an application of T
ext 

C
ategorization

�
E

arly research w
ork by A

ndrotsoupoulos, 
D

rucker, P
antel, m

e :-)
�

P
opularized by P

aul G
raham

’s “A
 P

lan for S
pam

”
�

A
 hit

�
S

pam
m

ers still trying to guess how
 to defeat them

F
irst G

eneration B
ayesian 

F
ilters

�
F

irst G
eneration B

ayesian F
ilters O

verview
�

M
achine Learning spam

-legitim
ate em

ail 
characteristics from

 exam
ples

�
(S

im
ple) tokenization of m

essages into w
ords

�
M

achine Learning algorithm
s (N

aïve B
ayes, C

4.5, 
S

upport V
ector M

achines, etc.)
�

B
atch evaluation

�
F

ully adaptable to user em
ail –

accurate
�

C
om

binable w
ith other techniques
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�
T

okenization
�

B
reaking m

essages into 
pieces
�

D
efining the m

ost 
relevant spam

 and 
legitim

ate features

�
P

robably the m
ost 

im
portant process

�
F

eeding learning w
ith 

appropriate inform
ation

�
[B

aldw
in98]

F
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F
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�
T

okenization [G
raham

02]
�

S
can all m

essage =
 headers, H

T
M

L, Javascript
�

T
oken constituents

�
A

lphanum
eric characters, dashes, apostrophes, and 

dollar signs

�
Ignore
�

H
T

M
L com

m
ents and all num

ber tokens
�

T
okens occurring less than 5 tim

es in training corpus
�

C
ase
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F
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�
Learning
�

Inducing a classifier autom
atically from

 exam
ples

�
E

.g. B
uilding rules algorithm

ically instead of by hand

�
D

ozens of algorithm
s and classification functions

�
P

robabilistic (B
ayesian and M

arkovian)
m

ethods
�

D
ecision trees (e.g. C

4.5)
�

R
ule based classifiers (e.g. R

ipper)
�

Lazy learners (e.g. K
 N

earest N
eighbors)

�
S

tatistical learners (e.g. S
upport V

ector M
achines)

�
N

eural N
etw

orks (e.g. P
erceptron)

F
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F
ilters

�
B

ayesian learning [G
raham

02]
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�
B

atch evaluation
�

R
equired for filtering quality assessm

ent
�

U
sually focused on accuracy

�
E

arly training / test collections
�

A
ccuracy m

etrics
�

A
ccuracy =

 hits / trials

�
O

peration regim
e: train and test

�
O

ther features
�

P
rize, ease of installation, efficiency, etc.

F
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F
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�
B

atch evaluation –
T

echnical literature
�

F
ocus on end-user features including accuracy

�
A

ccuracy
�

U
sually accuracy and error, som

etim
es w

eighted
�

F
alse positives (blocking ham

) w
orse than false negatives

�
N

ot allow
ed training on errors or test m

essages
�

U
ndisclosed test collection =

>
 N

on reproducible tests
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�
B

atch evaluation –
T

echnical [A
nderson04]
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�
B

atch evaluation –
T

echnical [A
nderson04]
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�
B

atch evaluation –
R

esearch literature
�

F
ocus 99%

 on accuracy
�

A
ccuracy m

etrics
�

Increasingly account for unknow
n costs distribution

�
P

rivate em
ail user m

ay tolerate som
e false positives

�
A

 corporation w
ill not allow

 false positives on e.g. orders

�
S

tandardized test collections
�

P
U

1, Lingspam
, S

pam
assassin P

ublic C
orpus

�
O

peration regim
e

�
T

rain and test, cross validation (M
achine Learning)

F
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F
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�
B

atch evaluation –
R

esearch [G
om

ez02]
�

C
om

paring several learning algorithm
s under 

unknow
n costs, sim

ple tokenization, Lingspam
�

R
O

C
 C

onvex H
ull analysis

�
X

 =
 F

alse P
ositive R

ate, Y
 =

 T
rue P

ositive R
ate

=
>

 S
pam

 captured under few
 F

alse P
ositives

�
P

lots for an algorithm
 over a num

ber of cost conditions 
or thresholds (P

(spam
) >

 T
)

�
D

ata points obtained by 10-
fold cross validation

�
S

lope ranges and convex hull
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�
B

atch evaluation –
R

esearch [G
om

ez02]
R

O
C

 curves
S

lope ranges

F
P

R
 betw

een 0 and 0.004 =
>

S
upport V

ector M
achines lead

F
P

R
 betw

een 0.004 and 0.012 =
>

N
aive B

ayes
leads

…

S
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F
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�
2003-now

 S
econd G

eneration B
ayesian 

F
ilters

�
S

ignificant im
provem

ents on
�

D
ata processing

�
T

okenization and token com
bination

�
F

ilter evaluation

�
F

ilters reaching 99.987%
 accuracy (one error in 

7,000)
“W

e have got the w
inning hand now

”
[Z

dziarski05]
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�
U

nified chain processing 
[Y

erzunis05]
�

P
ipeline defines steps to 

take decision
�

M
ost B

ayesian filters fit 
this process

�
A

llow
s to focus on 

differences and 
opportunities of 
im

provem
ent

S
econd G

eneration B
ayesian 

F
ilters

�
U

nified chain processing
�

N
ote rem

arkable sim
ilarity w

ith K
D

D
 process

[F
ayyad96]
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�
P

reprocessing (1)
�

C
haracter set folding

�
F

orcing the character set used in the m
essage to the character 

set deem
ed “m

ost m
eaningful” to the end user: Latin-1, etc.

�
C

ase folding
�

R
em

oving case changes

�
M

IM
E

 norm
alization

�
U

npacking M
IM

E
 encodings to a reasonable representation 

(specially B
A

S
E

64)

S
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F
ilters

�
P

reprocessing (2)
�

H
T

M
L de-

obfuscation
�

D
ealing w

ith “hypertextus interruptus” and use font and 
foreground colors to hide hopefully dis-incrim

inating keyw
ords

�
Lookalike transform

ations
�

D
ealing w

ith substitute characters like using '@
' instead of 'a', 

'1‘ or ! instead of 'l' or “i”, and '$' instead of 'S
'



S
econd G

eneration B
ayesian 

F
ilters

�
T

okenization
�

T
oken =

 string m
atching a R

egular E
xpression

�
E

xam
ples (C

R
M

111) [S
iefkes04]

�
S

im
ple tokens =

 a sequence of one or m
ore printable 

character
�

H
T

M
L-

aw
are R

E
G

E
X

es =
 the previous one +

 typical 
X

M
L/H

T
M

L m
ark-

up
�

S
tart/end/em

pty tags: <
tag>

 <
/tag>

 <
br/>

�
D

octype declarations: <
!D

O
C

T
Y

P
E

�
E

T
C

�
Im

provem
ent up to 25%

S
econd G

eneration B
ayesian 

F
ilters

�
T

uple based com
bination

�
B

uilding tuples from
 isolated tokes, seeking 

precision, concept identification, etc.
�

E
xam

ple: O
rthogonal S

parse B
igram

s
�

P
airs of item

s in a w
indow

 of size N
 over the text, 

retaining the last one, e.g. N
 =

 5
w

4 w
5

w
3 <

skip>
 w

5
w

2 <
skip>

 <
skip>

 w
5

w
1 <

skip>
 <

skip>
 <

skip>
 w

5
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�
T

uple based com
bination [Z

dziarski05]
�

E
xam

ple: B
ayesian N

oise R
eduction

�
P

rovide new
 tokens (probability patterns) and filters 

out noisy ones
�

Instantiation
�

C
om

pute token values according G
raham

s form
ulae and 

round them
 to the nearest 0.05

�
B

uild patterns =
 probabilities sequences

S
econd G

eneration B
ayesian 

F
ilters

�
T

uple based com
bination [Z

dziarski05]
�

E
xam

ple: B
ayesian N

oise R
eduction

�
T

raining
�

C
om

pute sequences values according G
raham

s w
ithout 

bias
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�
T

uple based com
bination [Z

dziarski05]
�

E
xam

ple: B
ayesian N

oise R
eduction

�
D

etecting anom
alies and dubbing

�
T

he pattern value m
ust be extrem

e: [0.00-0.25], [0.75,1.00]
�

T
he token value m

ust m
ism

atch the pattern value: 0.30 
aw

ay from
 the pattern value

�
e.g. less than 0.65 for a 0.95 pattern

�
Ignore the token in classification (but not in training)

S
econd G

eneration B
ayesian 

F
ilters

�
Learning: w

eight definition
�

W
eight of a token/tuple according to dataset

�
P

robably sm
oothed (added constants)

�
A

ccounting for # m
essages =

 tim
e (confidence)

�
G

raham
 probabilities, increasing W

innow
 w

eights, etc.

�
Learning: w

eight com
bination

�
C

om
bining token w

eights to single score
�

B
ayes rule, W

innow
’s linear com

bination

�
Learning: final thresholding
�

A
pplying the threshold learned on training



S
econd G

eneration B
ayesian 

F
ilters

�
A

ccuracy evaluation
�

O
nline setup

�
R

esem
bles norm

al end-
user operation of the filter

�
S

equentially training on errors –
tim

e ordering

�
A

s used in T
R

E
C

 S
pam

 T
rack [C

orm
ack05]

�
M

etrics =
 R

O
C

 plotted along tim
e

�
S

ingle m
etric =

 the A
rea U

nder the R
O

C
 curve (A

U
C

)

�
S

ensible sim
ulation of m

essage sequence
�

B
y far, the m

ost reasonable evaluation setting

S
econd G

eneration B
ayesian 

F
ilters

�
T

R
E

C
 evaluation operation 

environm
ent

�
F

unctions allow
ed

�
initialize

�
classify m

essage
�

train ham
 m

essage
�

train spam
 m

essage
�

finalize

�
O

utput by the T
R

E
C

 S
pam

 
F

ilter E
valuation T

oolkit
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�
T

R
E

C
 corpora design and statistics

�
E

N
R

O
N

 m
essages

�
Labeled by bootstrapping
�

U
sing several filters

�
G

eneral statistics 

S
econd G

eneration B
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F
ilters

�
T

R
E

C
 exam

ple results =
 R

O
C

 curve
�

G
old

�
Jozef S

tefan
Institute

�
S

ilver
�

C
R

M
111

�
B

ronze
�

Laird B
reyer
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�
T

R
E

C
 exam

ple results =
 A

U
C

 evolution
�

G
old

�
Jozef S

tefan
Institute

�
S

ilver
�

C
R

M
111

�
B

ronze
�

Laird B
reyer
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�
A

ttacks to B
ayesian filters [Z

dziarski05]
�

A
ll phases attacked by the spam

m
ers

�
S

ee T
he S

pam
m

ers C
om

pendium
 [G

raC
um

06]
�

P
reprocessing and tokenization

�
E

ncoding guilty text in B
ase64

�
H

T
M

L com
m

ents (“H
ipertextus Interruptus”), sm

all 
fonts, etc. dividing spam

m
ish w

ords
�

A
busing U

R
L encodings



S
econd G

eneration B
ayesian 

F
ilters

�
A

ttacks to B
ayesian filters [Z

dziarski05]
�

D
ataset

�
M

ailing list –
learning B

ayesian ham
 w

ords and 
sending spam

 –
effective once, filters learn

�
B

ayesian poisoning –
m

ore clever, injecting invented 
w

ords in invented header, m
aking filters learn new

 
ham

m
y w

ords –
effective once, filters learn

�
W

eight com
bination (decision m

atrix)
�

Im
age spam

�
R

andom
 w

ords, w
ord salad, directed w

ord attacks
�

F
ail in cost-

effectiveness –
effective for 1 user!!!

C
onclusion and reflection

�
C

urrent B
ayesian filters highly effective

�
S

trongly dependent on actual user corpus

�
S

tatistically resistant to m
ost attacks

�
T

hey can defeat one user, one filter, once; but not 
all users, all filters, all the tim

e

�
W

idespread and effectively com
bined

W
hy spam

 still increasing?



A
dvising and questions

�
D

o not m
iss upcom

ing events
�

C
E

A
S

 2006 –
http://w

w
w

.ceas.cc
�

T
R

E
C

 S
pam

 T
rack 2006 –

http://trec.nist.gov

Q
uestions?


